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® CISSP (Certified Information Systems Security Professional)

@ CCNP Routing and Switching (Cisco Certified Network Professional Routing and Switching)
® Cisco Certified Internetwork Expert Written

® MCSE (Microsoft Certified Systems Engineer)

® Business Continuity Management System - Auditor/Lead Auditor (ISO/IEC 22301)

® Information Security Management System (ISMS) Auditor/Lead Auditor (ISO/IEC 27001:2013)
¢ ITIL Foundation Certificate in IT Service Management

® FCNSA V4.x (Fortinet Certified Network Security Administrator)

® FCNSP V4.x (Fortinet Certified Network Security Professional)

® ICSI | CNSS Cerified Network Security Specialist

& MCSA (Microsoft Certified Systems Administrator)

@ CCNA (Cisco Certified Network Associate)

® MCTS (Microsoft Certified Technology Specialist)

® Cisco Certified Specialist - Enterprise Core

® Cisco Certified Networking Professional -Enterprise

® Cisco Certified Specialist - Enterprise Advanced Infrastructure Implementation (CCS-EAIl)
© NSE1 & NSE2 Network Security Associate (Fortinet)

® Kaspersky Threat Intelligence (Certified Professional)
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FortiGate NGFW
Cisco ASA
Juniper NGFW
Palo Alto

Symantec
Kaspersky
ESET
BitDefender
TripWire FIM
Nessus Professional
Tenable.io
Standard Acunetix

Premium Acunetix

Acunetix 360
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Burp Suite

Core Impact

Metasploit
Fortify
FortiMail Mail Secuirty
Cisco ESA (Jaozl Yuzg yw Siaiol)

Micro Focus ArcSight
IBM Security Qradar

Splunk Enterprise Security (ES) SIEM HPE
FortiSIEM EMC
FortiAuthenticator F5LTM Load Balancer
FortiToken Identity and Access FortiADC JL oS 2, jgs
FortiNAC Management FortiWeb
CyberArk F5 ASM
Kaspersky Industrial Cyber Security Industrial Security Imperva WAF
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Cybercrime Information Security Cybersafety

Cybersecurity

Network Internet
Security Security

Critical Information Infrastructure Protection
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DEVICES NETWORK APPLICATIONS
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IR Digital Playbooks
Security Orchestration & Automation Response(SOAR)
MITRE ATT&CK Matrix Response

]

IR Data Collection ToolKit ‘

‘ Threat Hunting Methodology
IR Tactics, Techniques and Procedures

Post-compromise Assessment

Incident
Response
Preparation

Incident
Response
Tips

Digital
Forensics

Incident
Response
Program

CYBER
RESPONSE Network Forensics
Endpoint Forensics
IR Program Development Mobile Forensics
IR Governance & Framework Digital Triage Forensics

IR Policies, Processes and Procedures
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Asset Vulnerability
discovery assessment
Vulnerability Vulnerability

scanning remediation
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